Appendix VII

Juvenile Dermatomyositis Cohort Biomarker Study and Repository

Security Policy
1. The server on which the database will be held will be registered with the Information Systems Unit (ISU) at the Institute of Child Health (ICH), and will comply with University College London (UCL) requirements for network security, as well as requirements specific to the ICH network.

2. The Senior Administrative Officer (SAO) of the Cohort Study and Repository will act as the named administrator responsible for the server and database.

3. The server will be set up in a secure way to prevent unauthorised access to it, both from within ICH and by remote access. 

4. Passwords will be set, and will expire regularly, forcing them to be changed. The system password will be given to ISU.

5. The administrator will keep a log of changes to the configuration of the system, recording the reason for change and date of change. ISU will be kept updated of any changes. 

6. The server will be regularly monitored to check for any unusual activity or changes which may mean that the system and/or data held on it may have been compromised.

7. There will be a proven routine backup in place, and backups will be held securely in a separate area away from the system. 

8. An up-to-date virus checker will be operating on the server. 

9. New patches for the operating system, especially those relating to security will be installed promptly. 

10. Any breaches or suspected breaches of security will be reported to ISU as soon as they are detected.

11. System files will be set up with appropriate (limited) permissions for different users.

12. The server will be kept in a location which is always locked whenever unattended, within ICH, which a building with secure, controlled access.  

13. No identifiable data on research subjects will be held on the database – coded identifiers will be used.

14. The SAO will be the only person authorised to allocate coded identifiers. Researchers should contact the SAO once consent to join the Cohort Study and Repository has been obtained from a new subject.

15. The SAO will be responsible for logging the identifiers, and will keep the information, which would allow identification of research subjects, in a securely locked location, away from the database location.

16. In the event that the SAO is not available, the designated contacts who will also have access to the identifier log, will be firstly the Senior Research Fellow of the Juvenile Dermatomyositis Research Centre (JDRC) within ICH, and, secondly, the Director of the JDRC.

17. It is the responsibility of all researchers to ensure that no paperwork bearing the coded identifier is ever placed in the patient case notes. 

18. All researchers wishing to have access to the database will have to seek prior approval for their project from the Steering Committee. 
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